
Within 30 days of identification 
of suspected data breach

Suspected data breach
Notify the UNE Privacy 

Officer

Immediately limit the impact

Responding to a data breach

1. Triage/Contain

Is it 
a technology 

related incident?
Evaluate the data breach

Notify Information Security 
Operations Team

Document Assessment 
DecisionNO

Conduct investigation and 
remediation steps and 

proceed to analyse, 
contain & investigate as 

detailed in the Data 
Breach Response Plan 

2. Assess

YES

3. Analyse/remediate

Analyse – does this appear to be a 
data breach 

Notify Executive Team
as required

Activate the SIMT or escalate 
to the DBMT as required

Contain and  investigate notify 
impacted individuals

Prepare external 
mandatory reporting

Activate the 
Security Incident

Management Process –
end of DBMP

Submit OAIC/IPC 
mandatory reporting

No

UNE Privacy OfficerUNE Representative

Director of Governance 
& University Secretary

Data Breach 
Management Team

Information Security
Operations Team

Responsibility Key:

4. Notify

Notify other relevant 
bodies

Internal reporting as required

Identify changes to prevent 
future breaches Implement changes Monitor and evaluate 

effectiveness of change5. Review

UNE Business unit/school 

Review Data Breach Management Plan –
in response to recommendations from 

investigating teams 

Timeframe Key: Legislative requirement UNE requirement

Within 24 hours of identification 
of suspected data breach

Within 24 hours of notification

As defined in the Data 
Breach Plan

August 2021

Security Incident 
Management Team 

Is personal 
information involved? No

Yes

Yes
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