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Suspected Privacy 

breach/Identified

End

Analysis 

Breach reported to 

Privacy

Document all 

actions, date and 

times

Activate Data 

Breach Response 

Team
Is severity greater 

than level X?

Escalate to ECO

Investigate and 

Respond (with 

help of ITD)

External reporting 

as required 

Yes

No

Is this an IT related 

breach?

Yes

Is this a data 

breach?

Contain and/or 

Investigate

Yes

Is this a 

Security 

Incident

No

Activate the Security Incident 

Management Process ( this may 

occur in conjunction with the 

Data Breach Management Plan – 

in incidents which are also a data 

breach)

Yes

Escalate & update periodically

Document all 

actions, date and 

times

Investigate, 

contain, respond 

Document all 

actions, date and 

times

No

No

Respond, Internal 

reporting as 

required

External reporting 

as required
Is there an 

extreme risk of 

harm? 

Yes

No
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